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[MPO®W/1Ib KOMIMAHU HYMATEX

KomnaHus — POCCUNCKUN Pa3paboTumMK cneLuann3npoBaHHOro NPOrpaMMHOro obecneyeHmns u cCpeacTs
3aluUTbl MHGhopMaLMK. leaTenbHOCTb KOMNAHUKM COCPEAOTOUEHA Ha NPOBeEeHMN Pa3paboToK MO KNHOUEBbIM HaNpaBAeHUAM
NHOPMALIMOHHBIX TEXHONOTUIA, 3HAUMMbIM AN1S CO3AaHNUA 6€30MaCHbIX MHHOPMALIMOHHbBIX CUCTEM.

bonee
NeT 0MnbITa 3aLLMLLEHHbIX
pa3paboTku 00beKTOoB
C3n MHopMaTK3aLmm
HanpaBneHus C3N
TEXHOJOMMK CoOCTBEHHOM
Be3onacHoCTM pa3paboTKku

numA.

TECHNOLOGY

Pa3paboTka 1 Npou3BOACTBO NPOrPAMMHbBIX U MPOrPaMMHO-TEXHUYECKUX
CpeacTB 3alnTbl MHPOPMALUUY;

Co3pgaHue 3alinLLeHHbIX NMPOrpaMMHO-TEXHNYECKNX KOMITEKCOB

[poeKTMpOBaHNE U peann3aumns KOMNAEKCHbIX PeLeHn No 6e30nacHou
06paboTKe U XPAHEHUIO IaHHDbIX;

Oka3aHue ycnyr no 3awurte nHgopmaymm B MHPOPMALMOHHbIX CUCTEMAX;

MpodunbHblEe HAYYHO-NUCCNEA0BATENbCKNE U ONbITHO-KOHCTPYKTOPCKUE
paboThl.




NMPOAYKTbl HYMATEX

TPEBOBAHNA
LU RS UL MPOAVKT ®CT3K POCCUN/DCB POCCUN/MUHOBOPOHbDI PO
( ) TpeboBaHus K cpeacTBaM
3alnieHHas VU DErver ) OosepeHHas cucrema cepsepHont BenyTca paGotb -
BUPTYanu3aums Q\S/— numaA BUPTYanM3aLum A T
TSN

( VDI,"_‘:?) besonacHas nHgpacTpykTypa

numa BUPTYanbHbIX Paboumnx mect

3almTa ceTen u

KaHanoB nepeaauu I'IpOFpaMMHO-T(?XHI/IHECKI/IVI WT.M3.A4/B4.N3 KCI/KC2 _
YHUBEPCANbHbIN W03 n3b
NAHHbIX
6e30MacHOCTM
3awuTa U A ‘
o (Texnopaepxka oo - -
KOHEUHbIX Poccunckun UEFI BIOS 3112.2035)
TOoyek B
) ) UT.CO3.VBA4.IM3, TH-4 TpeboBaHus Kk TpeboaHusa k CI3,
MporpamMmmHbIn MOAY/Nb JOBEPEHHOM (Texropnepxka Ao M3 9BM UT.CO3.YB2.M3,
3aTpy3iu 31.12.2035) (K32, KCE) P HOB-2, POB
[NonyyeHo nonoxurtenbHoe
i NAK ogHOHanNpaBieHHON Nepeaayn TVnTl-2 J SElodetie -
AaHHbIX yepe3 USB-nHtepdeiic
AUMA 3
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MEXXCETEBOI 3KPAH NUMA EDGE B

MuHnpomTOpr
Poccum

numa Edge 4OR; 3

g-..,—. —_

Edge 25!
g UMA, Edge o e ™
e AT - ” y olihe ol ol |

~ NPOrPaMMHO-TEXHUYECKNIA MEXCETEBOW IKPaH, COOTBETCTBYIOLLMIA KOHLENL UK
YHUBEPCANbHOTO LWto3a 6e3onacHocTn (UTM), o6ecneunBarowyuin peanm3aunio QyHKLNA MeXCeTeBoro
3KPaHUPOBAHUA 1 KpUNTOrpadmueckon 3almnTbl KAaHaNOB Nepeaaun AaHHbIX.

- 4., CepTudmumposano OCTIK Poccuu
B Peectpe poccumnckoro MO N
PeeCTpos fﬂ 3£nm g B CepTucurar Ne4199 oT 26.12.2019

o7 03.11.2020 Vi (TpeboBaHMs K MeXceTeBbIM 3KpaHam 1 NMpocunn
i 3awmtbl UT.M3.A4.N3 n UT.M3.B4.N3, TA(4), a Takxke 3b) )
~N
CeptudpnuymposaHo OCb Poccuu
CepTtuchukat NeCD/114-4205 ot 21.01.2022, KC1 CepTuchukat NOCD/124-4206 ot 21.01.2022, KC2
(BctpoenHoe CK3M «MarMpo Kpuntolaker» B. 4.0 ucnonHexnune «0penVPN-FOCT»)
J

@ LLINpOKNIA MOAENbHBINA
pAAa

annapartHble nnatdopMbl NoA
no6ble noTpebHOCTM 6U3Heca
+ BO3MOXXHOCTb
KaCTOMM3aLMUN eMKOCTM 1
TNa ceTeBbiX NOPTOB

MpocheccnoHanbHbIN
MexceTeBoun 3KpaH

06WMPHbIN HAbOP
(DYHKUMOHANbHbIX
BO3MOXHOCTEN A5 3aLUTbI
CeTu, ynpaBfieHMs CeTEBbIM
TPaUKOM 1 ero punabTpaLum

&4 CepTUdULMPOBaHHbIN @ bes orpaHnueHnn u @44} Be3onacHas
OpenVPN CKPbITbIX NNaTexen 3 apxuTeKTypa
3alLMTa KaHaNoB nepenayu BeCb (DYHKLMOHAN AOCTYNeH COOTBETCTBME KOHLenuun
AAHHDBIX U KNUEHTCKNX

nogkntouveHnin no FOCT ¢ Knactepa 1 orpaHuueHui no (Zero Trust):
Pa3NUYHBIMU CLEEHAPUAMM rnonb3oBatenam, Tpaduky u

Cpasy, HeT NULEH3KN Ans «HYNeBOro AoBEpPUa»

BIOS, Mnatdopma, MO
np.

nuMmiA

TECHNOLOGY




YTO BHYTP NUMA EDGE? e

Powered by CK3W Kp UNToO

CHCTEM! 3ALLHTE MHEDOPMALIH
Numa BIOS Cocpr >7

N

E gt >
numa . Numa Edge - cobcTBeHHas pa3paboTka
B Peectpe Poccumnckoro N0
Edge 25R e R M3 Mporpammubii M3 co6cTBEHHOU pa3paboTku — Numa Arce
< g = % ' B Peectpe Poccunckoro MO u ceptudpmnumposan OCb Poccun
— =<
B &
CobcTBEHHAs pa3paboTka — Numa BIOS
» BCBB (BIOS) B Peectpe Poccuiickoro MO, BbiNonHsaET TpeboBaHus
MuHnpomTOopr 76 npukasza OCTIK Poccum
Poccuu
=< AnnapaTtHas YacTb > y
WGt Lannaer AQUARIUS A\ THE
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BO3MOXHOCTU U NMPEMMYLLECTBA

S @

banaHCUpOBKa Harpy3ku dunbTpaums no
MeXay HECKONbKUMU MaHAATHbIM
BHELUHUMU KaHanamu MEeTKaM

rocT

MoaaepKa poCCMMCKMX
KpunTtorpaguueckmx
anropuTmMoB

r="
[m)-
J
Ponesas Knacrtep: Moanepxka
MoAenb Active-Passive (Standby) ICAP
focTyna C COXpPaHEeHNEeM COCTOAHNS

nurmaA

TECHNOLOGY

EDGE

numnA

i

LARRAA]

[loBepeHHasn
annapartHas
nnatgopma

Pa3Hoobpa3ue
CeTeBbIX
NnHTepdencos



OB/IACTU NPUMEHEHNA

-

.

v’ B roCyAapCTBEHHbIX MH(OPMALMOHHBIX CMCTEMAX 0 1 Knacca
3aLLMILEHHOCTN BKNIOUNTENBHO
(Npuka3z ®CTIK Poccuu N217 ot 11.02.2013);

v B CUCTEMAxX ynpaBneHns NponM3BOACTBEHHbIMU U
TEXHONOTMYECKUMM NPOLECCaMMN HA KPUTUUYECKN BAXHbIX
06beKTax, NOTEHLMANbHO ONACHbIX 06BbEKTAX, A TAKXKe
06beKTax, NPeACTaBNAIOLNX NOBbILEHHYI 0NACHOCTb AN
XXU3HU 1 300POBbS NIOAEN 1 ANA OKPYXAOLLEN NPUPOAHON
cpeabl, 40 1 Knacca 3alMLEHHOCTUN BK/TIOYNTENbHO
(Mpuka3 OCT3K Poccum N°31 oT 14.03.2014);

nuMmiA

TECHNOLOGY

v' B UH(POPMALMOHHbIX CUCTEMAX MEPCOHANMbHbIX AAHHbIX [0
1 YPOBHA 3aLMILEHHOCTU BKIOUYNTENbHO
(Npukas OCTIK Poccum NO21 ot 18.02.2013);

v NpU 3aluUTe 3HAUYNMbIX 06BEKTOB KPUTUUECKON
NHOPMALMOHHON NHGPACTPYKTYPbI 10 NEPBON
KaTeropum BKMOUNTENbHO
(Mpuka3 ACTIK Poccum N°239 ot 25.12.2017);

v' B UH(OPMALMOHHbIX CUCTEMAX 061LEro Nonb3oBaHua 2 Knacca
(Npukas OCTIK Poccuu N2489 ot 31.08.2010).




NWCNONHEHNA NUMA EDGE

MexceTeBon 3kpaH (FW)

[03BONIAET OCYLWECTBNATL KOMMYTALMIO U arpermpoBaHue,
CTAaTUUYECKYIO U AUHAMUYECKYIO MapLIpyTU3auuio,
(unbTpauuto Tpaduka ¢ yyeTom 06WMPHOro Habopa
KpUTepueB B TOM UMc/ie N0 MaHAATHbIM METKaM.

dunbTpaunsa TpaduKa B pexmme mocTa. lIpo3payvHoe BKOYEHWE B Pa3pblB A1
VMEOLLENCA TOMONIOTNI C BOSMOXHOCTbIO OAHOBPEMEHHOMO 3ePKaNMpPOBaHUS
Tpaduka Ha SIEM cuctembl

@unbTpaymsa No Nonsam NPoTOKonos., B Tom yucne IPv6, TCP, ICMP

Bo3moxHoCTb moandukaumm Tpadmka, npoxoasuiero yepes M3. Cépoc onumun TCP,
N3MeHeHne 3HaYeHnn npuopuTeTa U T.4.

LLInpokne BO3MOXHOCTW MO HACTPONKMN MApPLIPYTU3ALIMK:
*  (CraTtuuyeckas, B Tom uyncne PBR
«  uHamunueckas ( BGP,0SPF,RIP)

Bo3moxHoCTb hunbTpauun HTTPS Tpadmka ¢ noameHon ceptudmkara v B
NPO3payHOM pexume.

TECHMOILS

S

&% | KpunTownio3 FOCT (FW + VPN FOCT)

rocT

Mo3BonAeT co3aaBaTb HaAEXHble MexdunmanbHble
COEMHEHMS N OCYLLECTBNATb KNNEHT-CEPBEPHbIE

NOAKNIOUYEHNA YAaNeHHbIX NoNb3oBaTenen, cobnoas
Tpe60BaHMA POCCUNCKOro 3aKOHOAATENbCTBA.

CeptucmnumpoanHoe CK3U no knaccy KC1/KC2 Ha ocHoBe OpenVPN

Pa6oTta nosepx TCP n UDP. OTcyTcTBUE Npo6nem npoxoxaeHus yepes NAT
®unbTpaunsa Tpaduka, nepesaBaeMoro u npuHUMaemoro yepes VPN

PaboTa NPOTOKOMIOB AUHAMMUYECKON MapLpyTu3aumu BHyTpu VPN

Bo3moxHOCTb opraHu3auum L2VPN gns opraHusauum CBA3HOCTU B paMKax OAHOU
NnoaCeTH AN HECKONbKMX (hnnnanos

Ncnonb3oBaHue TEXHONOTUIA YAANEHHOT0 A0CTYNa:
* L2TP - knueHT 1 cepsep

* IPSec - site-to-site

*  PPTP - knueHt

Ncnonb3oBaHue eanHOro nHTepdenca ana HaCTPOUKM pa3nuuHbIX TexHonorum VPN.



MEXXCETEBOW 3KPAH (FW) EDGE

numnA

Me)ceTeBoMu 3KPaH - ba3oBoe ncnonHeHue.
MporpamMMHO-TEXHUUYECKIUN YHUBEPCaNbHbINA W3 6e3onacHocTh (UT.M3.A4/B4.MN3), o6ecneunBaioLLmnii CTaTUUECKYIO

N AMHAMWUYECKYIO MAPLIPYTM3aLMI0, MeXCETEBOE IKPAHUPOBaHKE, NPOKCUPOBaHMe Be6-Tpactuka. No3BoNdeT pelnTb
3a/1auy Mo 3alluTe CeTEBOro NepUMeTpa opraHn3aLmu.

Bo3moxHoctu icnonHeHus

ba3oBble hYHKUUM MapwpyTusauus 51 KommyTauus
=
v'YnpasneHune yepes KOHCOMb UNu v' CTaTuueckas MmapLipyTu3aums; v' Tloaaepxka ceTeBbiX MOCTOB;
. web-nHTepenc; v Ma[zil.)upyT%BaLll,l/lﬂ Mk;oroanpeCHoro v Togagaepxka VLAN;
JlokanbHoOe n yaaneHHoe Tpaduka (multicast): DVMRP, IGMP; v Ar
. pernpoBaHne KaHaNnoB
JKypPHaNMpoBaHue cobbITuy; v banaHCUpOBKaA HArpy3Ku mexay Ethernet;
v' be3onacHble 06HOBNEHUS; HEeCKONIbKUMI BHELLHUMW KaHanamu; v BupTyanbHble uHTEpdeiic
v' Ponesas moaenb AOCTYNa; v" KnoHupoBaHue n moaucukauus Ethernet (nceBmo-Ethernet).
v BcTpoeHHble yHKL MK TPagVKa;
6e30nacHOCTL; v' Toppepxka ICAP; TyHHenupoBauue IP
v YpaneHHoe ynpasneHue v InHamnyeckas mapLupyTusaums: v TyHHenu GRE (Generic Routing
Telnet/SSH, HTTP/HTTPS; OSPF, BGP, RIP; Encapsulation);
v Noppepxka IPMI (B crapLumx v' MaplpyTu1saums Ha 0CHOBe NONUTUK v' TyHHenu SIT (Simple Internet Transition);
mopensx). (Policy-base routing IPv4, IPv6). v TyHHenu IP-IP.

AUMmA 9
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MEXXCETEBOI 3KPAH (FW)

@unbTpayus Tpaduka

v

v

(\

N N NN

v

numA.

TECHNOLOGY

MexceTeBo 3KpaH CeaHCOBOr0 YPOBHS
(Stateful firewall) IPv4, IPV6;

®unbTpauusa no agpecam 1 nopTam
nonyyartens u oTnpaBuTens;

BO3MOXHOCTb 3ajaHNA aApecos
oTnpasutens un nonyyarens B suge DNS-
NMeH;

Bo3MOXHOCTb (hmnbTpaLuu no Tuny
aapeca unicast, local, broadcast,
multicast n uHble;

QOunbTpayms Tpaduka c yueTom
331aHHOM0 KOHTEKCTA COCTOAHUSA
COeiMHeHNI, AaTbl, BPEMEHMU, 30Hbl, UMEH
nonb3oBaTenewn;

OunbTpauusa no npuHaanexHoctun IP
ajpeca onpeaeneHHoun CTpaHe;

OunbTpaums ARP Tpadumka;
®unbTpaums npotokona FTP;
OunbTpaumsa Kagpos Ha L2 ypoBHe;

®unbTpauusa N0 MaHAATHbIM METKaM
(AstraLinux, MLS/MCS RFC 1108);

OunbTpaums NPOTOKONOB NPUKNAAHOTO
ypoBHsA L7 (6onee 100 npoTOKONOB);

OTnaaka, XypHanupoBaHue Npasui n
[lencTBUA NpaBu.

Mpokcu

v «[po3pauHbin» U «HENPO3PAUHBIN
pexumbl paboTbl BE6-NPOKCH;

v TlpokcmpoBaHue coeanHenuin SSL;

v" Co3faHue Co6CTBEHHbIX CMUCKOB
610KMPOBOK;

v/ ABTOpu3auusa nonb3osatenen Ha AD,
LDAP unu yepes NTLM;

v BCTPOEHHbIN L3/L4 6anaHCMpOBLIMK;

v BnokupoBKa A0CTyna Mo 25 KaTeropuam
afpecos;

v' bnokupoBka no TouHomy URL;

v Tu6KMe MONNUTMKM [OCTYNA NO BPEMeHH,
afpecy, MMeHu Nonb3oBatens, rpynne;

v" SOCKS proxy.

WHdpacTpykrypa PKI

v/ BCTPOEHHbIe MeXaHU3Mbl
YAOCTOBEPAIOLLETO LIEHTPa;

v ToaaepxKa poCCUMMCKUX
KpunTorpacmuyeckmx anropuTmos;

v' W3paHHble cepTudmKaTbl MOryT
NCNONb30BaThCs B MOAyne
«Kpuntonposangep FOCT (CK31)» ans
NAEHTUMKALMY 1 AyTEHTUMKALMN.

CepBucobl

v

SN NN

Mpeo6pa3oBaHMe CETEBbIX afiPecoB
NAT (SNAT/DNAT);

DNS-cepBep c noaaepxkoin DNSSec;
DHCP-cepBep, areHT petpaHcnayuu;
Yuet Tpadmka: NetFlow un sFlow;
Nepapxuueckun QoS;

MoHuTOopUHr SNMP;

NTP cepsep.

HenpepbiBHOCTb 6U3HeECa

Knactep Active-Passive (Standby);

MepekntoueHne Mexay y3namu
Knacrepa 6e3 pa3pbiBa KNUEHTCKMX
COeANHEHNN;

KoHTponb LenoctHocTn dhannos
YCTPOUCTBQ;

Pe3epBHOe KonupoBaHue n 3
BOCCTAHOB/IEHWE KOH(Urypauum;

N3onupoBaHHaa cpefa UCNoNHeHUA
Mno;

Pe3epsupoBaHue WAN-kaHana (WAN-
failover).

10




KPUNTOLLJ/TIO3 FOCT (FW + VPN IOCT) EDGE

numnA

KpunTownio3 FOCT (VPN) - Pacumpenne 6a3oBoro CnoiHeHus.
[Mo3Bonser pewnTb 3aAa4yy MNOCTPOEHUA 3allUlleHHbIX KaHanoB nepefayn AdHHbIX. I'Io,u,,u,ep)KKa pOCCI/II7ICKI/IX
Kpuntorpadnyeckux anroputMoB W pasfnMyHbix cnocoboB nocTpoeHuss VPN no3BonseT co34aBaTb HajeXHble

MexdunmanbHble COEAUHEHUS W OCYLWECTBNATb KNWEHT-CEPBEPHbIE MOAKMIOUEHUS MOOWUMbHLIX MOMb30BaTENEN,
cob6nonas TpeboBaHUA POCCUIICKOTO 3aKOHOAATENbCTBA.

Bo3moxHocTu UcnonHeHus
VPN Ha ocnHoBe nonutuk (Policy-based VPN)

Ha 6a3e Habopa npoTokonos IPSec; v Ha 6a3e npotokona OpenVPN;

IKEv1, ESP, AH; v' CK3W «MarNpo Kpuntollaker» B. 4.0 ucnonHenme «OpenVPN-FOCT»

Mopnepxka pOCCMVICKVlX Kpmn'rorpacbmqec}(mx aNnropuTMOB; (CepTVICbVIKaT ®Cb Poccun NOCD/114-5043 oT 17.12.2024, KC1; CepTVIq)VIKaT ®Cb Poccun
NoCd/124-5044 0T 17.12.2024 roaa, KC2);

v BO3MOXHOCTb Pab0Tbl NPOTOKONOB ANHAMUUECKOI MapwpyTusauun BHyTpu VPN (RIP,

VPN Ha ocHose mapupyToB (Route-based VPN) Kpunto

HeorpaHuueHHOe KONNYeCTBO TYHHenNewn;
TYHHENbHbIN U TPAHCMOPTHBIN pexum IPSec;
/ PARCOPTHEIN P ' OSPF, BGP);

TynHenw IP-IP, GRE (B Tom uucne L2 over GRE, EOGRE), SIT nosepx IPSec; v' BO3MOXHOCTb AaHOHCUPOBaHMA W MAPLPYTU3aLyK 3aLMLLAEMbIX NOACETel Yepes

«ME)KCIJI/U'IVIBTI bHbI» pexunm VPN («site-to-site» VPN); NPOTOKO/bI AMHaMM‘IeCKOﬁ MapLpyTUsauuu;

YnaneHHbin goctyn (Remote Access VPN) - L2TP ¢ IPSec; Co3aaHune TyHHene KaHanbHOro YPOBHS;

ABTOPM3aLMA CTOPOH B MeX(MUNUANbHOM PeXuMe Mo NpeaBapuTenbHo «Mexdunuanbhbin» pexum VPN («site-to-site» VPN);

pacnpeaeneHHbIM Kniouam (PSK) unm X.509 ceptudukaram. Vaaneuubii goctyn (Remote Access VPN) - knneHnt OpenVPN pans nonb3oBatenbckux 0C

0C cemeinct Linux, MacOS, Microsoft Windows) c nopaepxkoii wudposanus FOCT;

[lONONHUTENbHBIE BO3MOXXHOCTH ( ' . ) c nogaep bp ’

¥ . v/ ABTOpM3auusa NONb30BaTENEN HAa OCHOBE CepTU(UKATOB X.509, C BO3MOXHOCTbIO
fopnepxka npotokona PPTP AN ypaneHHoro AocTyna nonbsosareneu; Ha3HAuYeHWA AN OTAeNbHbIX NONb30BaTeNen Pa3NnUHbIX NapameTpos (Hanpumep,

v AyTenTucmkaums Ha cepepe LDAP: PPTP, L2TP; CTaTUYHbIX IP-aapecos, Ans UCNOMb30BAHNA B NPaBUNax (UAbTPaLMUN);

v' TIpMMEHeHNe NpaBuU MEXCETEBOro 3KPaHA HA OCHOBE AAHHbIX MOMb30BaTeNs v BO3MOMHOCTb TPAHCAALMK ceTeBbIX aapecos (NAT) BHyTpu VPN.
n3 LDAP (LDAP, PPTP).

AUMmA 11
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KPUNTOLL/TIO3 FOCT (FW + VPN IrOCT)

LInpouanwmi Bbi6op OC ana pa6oTbi VPN-KnneHTa:

» OC Numa Edge 1.0;

> Windows 8.1, 10, 11;

> Windows Server 2012, 2016, 2019, 2022;

> [uctpnbytusbl AnbT Ha 6a3e nnatgopm 8,9 1 10, BKIoYas AnbT
Cepsep, AnbT Pabouas ctaHuus, AnbT Pabouas ctaHumsa K, AnbT
O6pa3oBaHue, AnbT 8 CI, Simply Linux;

» C(Cent0S7,8,9;

> Oracle Linux 9

> Rocky Linux 9

» Alter0S7.5

> Debian GNU/Linux 9 (stretch), 10 (buster), 11 (bullseye), 12 (bookworm);

> Red Hat Enterprise Linux 7, 8? 9;

> SUSE Linux 12, 15;

» Ubuntu 14.04,16.04, 18.04, 20.04, 22.04, 24.04;

> MCBCdepa Cepsep 7.3, 9.4

» MCBCdepa APM 7.3, 9.4,

> Linux Mint 19.x, 20.x, 21.X, 22.X;

> Linux Mint Debian Edition 4, 5, 6;

» OpenSUSE 15.1,15.2, 15.5, 15.6;

» EMIAS 0S 1.0, 1.0 SP;

numA.

TECHNOLOGY

VVVYVYVVVYYVYVYY

Y V V

lrocnunykc 1C6;

/)) , KPUANTOKOM
PEu OC 7.2’ 7.3' 8.0; . CUCTEMBEI 33LIWTEI HHdJOpMELLHH
mac0S 10.15, 11, 12, 13, 14, 15;

OpenWRT 19.07, 21.02, 22.03, 23.05;

Rosa Enterprise Desktop (RED) X4;

Rosa Enterprise Linux Server (RELS) 7.3;

Rosa Enterprise Linux Desktop (RELD) 7.3;

POCA KOBA/bT;

POCA XPOM 12, POCA XPOM ®OCT3K 12, POCA ®P3LWL 12.5
Astra Linux Special Edition (ypoBHu 3awuuieHHoCTH Opén,
BopoHex, CMoneHck) 1.6 aka ucn.1, 1.7, 1.8;

Astra Linux Common Edition 2.12;

FreeBSD 12.x, 13.X, 14.X; T |
Solaris 10, 11.

®




AMNMNAPATHbIE MOAYIN PACLLMPEHNA Eoce

Ycrpounctea cepuin Numa Edge 100R 1 Bbilie MOryT KOMNIEKTOBATbLCS
OONONTHUTENbHbIMU CETEBbIMM MOAYNAMMK paclIMpeHns

[locTynHOE KONN4ecTBo 1 MoAyNb paclnpeHmns 4 MofyNs pacClINpeHNs
4xR)45 GbE v v v v
8xRJ45 GbE v v v v
4xSFP GbE v v v v
8xSFP GbE ‘4 v v 4
2x10G SFP+ — — v 4
4x10G SFP+ v v v 4

2x40G QSFP+ — — 4 4

AUMA. 13
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MPOAYKTOBAS TMHENKA NUMA EDGE £DGE

Npou3so, AUTENbHOCTb VPN wno3a (OpenVPN rocT)
M6uT/c, 90006aiT

A

KpynHble npeanpuatua,
Kopnopauuu, 104

10350

5200

1770

880
450
360

A\ Edge 25R g\ Edge 450R 4\ Edge 100R A\ Edge 180R Edge 2000 Edge 3000

Aurma 1%



XAPAKTEPUCTUKIA

Mé6ut/c (9000 6aiT) 1970* 6 000* 21000 26 200 40900 49 990
M6uT/c (1500 6aiiT) 1970* 4700 10 600 21000 33 400 43150
MéuT/c (IMIX) 1650 1500 2800 6 000 16 800 24600
naketos/c (60 6aiT) 715 000 620 000 1140 000 2 060 000 7 025000 10 400 000
OpenVPN roct
(Marma, MGM, M6uT/c, 9000 6aiiT) 360 440 880 1770 5200 10 350
OpenVPN Ioct
(Marma, MGM, M6uT/c, 1500 6aiiT) 140 180 330 7o 1770 3520
. 4xRJ45 GbE 4xRJ45 GbE 4xRJ45 GbE
BcTpoeHHble uHTepdencol 3xRJ45 2.5 GbE 9xSFP GbE 9xSFP GbE 9xSFP GbE 1xRJ45 GbE 1xRJ45 GbE
4 mopyns: 4 mopyns:
1 moaynb: 1 moaynb: 4xR)45 GbE 4xR)45 GbE
4xR)45 GbE 4xR)45 GbE 8xRJ45 GbE 8xRJ45 GbE
P ——— _ _ 8xRJ45 GbE 8xRJ45 GbE 4xSFP GbE 4xSFP GbE
Aynu paclmp 4xSFP GbE 4xSFP GbE 8xSFP GbE 8xSFP GbE
8xSFP GbE 8xSFP GbE 2xSFP+ 10GbE 2xSFP+ 10GbE
4xSFP+ GbE 4xSFP+ GbE 4xSFP+ 10GbE 4xSFP+ 10GbE
2xQSFP+ 40GbE 2xQSFP+ 40GbE
Koutponnep IPMI/LOM — — — — onuus onuus
Pe3epBupoBaHmne 6/10Ka NUTaHNA — — fla fla Ja Ja
®opm-cakrop [leckTon [leckTon 1U 1U 1U 1U
Pasmepbi (LLxMxB), MM 136x128x31 250%227,8x49,5 430x459x44 430x459x44 438x580x44 438x630x44
n U' I IQ * Pe3ynibmambl meCmupo8aHUs 02pAHUYeHbl YUCIIOM U MPONYCKHOU CMoco6HOCMbio cemesbix uHmepcbelicoe nnamegopmbl 8 mecme. 15
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> Edge 25R_

3ALLMTA MPEANPUATI MAIOTO BU3HECA 1 ®UTNANOB

]
I

NuUMmA

TECHNOLOGY



CPABHEHWE MOAENEWN NUMA EDGE

and MANOro bU3HECA 1 OUTNANOB

[pon3BOANTENIbBHOCTb MEXCET

M6uT/c, IMIX

1650 | 1970

ooooooo paHa MpON3BOANTENbHOCTb MEXCETEBOrO 3KpaHa
MéuT/c, 9000 6anTt

1500 | 6000

numa.

AEdge 40R

=

17



NUMA EDGE 25R

S

Numa Edge 25R - wnto3 6e30MacHOCTM, NMPeAHA3HAYEHHbIN AN 06ecneyeHns 3aluTbl CETU HE6ONbLIOro NPeanpuaTUA N OpraHn3auum
yAaNeHHOro Aoctyna. AnnaparHas nnatopma peann3oBaHa Ha 6a3e MUHU-KOMMbIOTEPA POCCMIICKOro nponu3soacTtea ATb-ATOM-1.3. Numa
Edge 25R ocHalleH 3 nopTamu RJ45 2,5 GbE 1 o6ecneunsaeT 10 2 F6uT/c nponyckHO CNOCOGHOCTYU B PEXMME MEXCETEBOr0 3KpaHa.

NMAK Numa Edge 25R KOHKypupyeT co wnto3ammn 6esonacHoctn Numa Edge 25 n Numa Edge 40R.

9000 6aiiT 1500 6ailT IMIX %
MpounssoguTenbHoCTb M3, M6UT/C =
1970 1970 1650
OpenVPN IOCT, M6uT/c 9000 6auT 1500 6anT M3 [OCT CK3  TOCT VPN KnueHTt
Anzopumm «Mazma», MyabmunuHelHbIl Pexum ¢ .
aymenmucpukayueti Fanya (MGM) 360 140 s e
BcTpoeHHble nHTepdencl 3xRJ45 2,5 GbE j
PR T -
dopm-chakTop NleckTon - Ed‘ge =
Pa3mepbl 1 Bec: 136x128x31 mm; 0,5 Kr
MwHnpomTopr

numA.

TECHNOLOGY

Poccni AnnapatHas nnatopma u3 peectpa P3ll
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NUMA EDGE 40R

S

Numa Edge 40R - wnto3 6€30nacHOCTH, NpeAHa3HauYeHHbIN ANg obecneyeHns 3aluUTbl CETU HEBONbLWOro NpeanpuATUS U OpraHu3auum
yAaneHHoOro foctyna. AnnapaTHas nnatdopma peann3oBaHa Ha 6a3e Cneunann3npoBaHHOrO cepBepa POCCUUCKOrO NPOM3BOACTBA B

HAaCTONbHOM WCMOMHEHUW. YCTPOUCTBO 06NafaeT AOCTAaTOYHO BbICOKOM MPOU3BOAUTENbHOCTbIO B CBOEM Knacce W MOCTaBnseTcs C
KOMMMEKTOM KpenneHuii B CTAHAAPTHYIO CTOWKY 19".

MAK Numa Edge 40R KoHKypupyeT co wnto3amu 6esonacHoct Numa Edge 50 Series.

9000 6aiT 1500 6ailT IMIX %
Mpom3BoguTenbHocTb M3, M6uT/C rocT
6 000 4700 1500
OpenVPN FOCT, M6uT/c 9000 6anT 1500 6anT M3 [OCT CK3W  T'OCT VPN knueHt
Anzopumm «Mazma», MyabmunuHelHbIl Pexum ¢
aymeHmucpukayuedi Fanya (MGM) 440 180
BcTpoeHHble uHTepenchl 4xR)45 GbE, 2xSFP GbE AU e 0 s
L UM Y |
Dopm-akTop [leckTon Fhems = (S
Pa3mepbl 1 BEC: 250x227,8x49,5 MM; 0 1.5 KT |
MwHnpomTopr

numA.

TECHNOLOGY

Poccni AnnapatHas nnatopma u3 peectpa P3ll

19
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CPABHEHWE MOAENEN NUMA EDGE

N9 MANbIX U CPEAHWX NPEANPUATUI

[pon3BoAMTENIbBHOCTb MEXCe

M6uT/c, IMIX

oooooooo paHa MpON3BOANTENbHOCTb MEXCETEBOrO 3KpaHa
MéuT/c, 9000 6anTt

6000 | 26 200

AAEdge 100R

JAEdge 180R

21



NUMA EDGE 100R B

Numa Edge 100R - wnto3 6€30MacHOCTM HAYaNbHOr0 YPOBHA ANA 3aWWNUTbl CETU CPEeAHUX NpeanpuaTUiA. YCTPOMCTBO peann3oBaHo Ha 6ase
Cneuuann3npoBaHHON annapaTtHoM Nnatdopmbl POCCUWCKOrO NPOU3BOACTBA, NPeAHA3HAUYEHHON AN MOHTAXa B CEPBEPHYI0 CTOUKY 19".
AnnapatHas nnatdopma Numa Edge 100R nmeeTt caBOEHHbIN 610K NMTAHUA Y)Ke B 6a30BOU KOMMNEKTauuu, a Takxe 4 nopta RJ45 GbE u 2
nopta SFP GbE ¢ BO3MOXHOCTbIO yBENUUYEHNS NOPTOBON EMKOCTY 3a CUET YCTAHOBKM LONONHUTENbHOIO MOAYNA PacLIMpPeHus.

Numa Edge 100R koHkypupyeT c mogenbto Numa Edge 100 u npeBOCXOAUT €€ MO XapaKTePUCTUKAM MPOM3BOAMTENbHOCTN WU
0TKA30yCTONUYMBOCTM.

9000 6aunT 1500 6auT IMIX
MpounssoguTenbHocTb M3, M6UT/C %
21000 10600 2800 o

OpenVPN FOCT, M6uT/c 9000 6aut 1500 6aunTt
Anzopumm «Maamay, MynbmunuHelHbIl pexum ¢ M> FOCT CK3U OCT VPN kKnueHTt
aymenmucpukayueli Fanya (MGM) 880 350
BCTpoeHHble nHTepdencoi 4xR)45 GbE n 2xSFP GbE

1 MoflyNb pacLIMPEHNs, NOAAEPKKA B B Baewr
OcoberHocry nHTepdelricos SFP+ 10GbE MO aana ¥
dopm-chakTop 1U (kpenneHus BXOAAT B KOMMMEKT MOCTAaBKM)
Pa3mepbl 1 BeC: 430x459x44 MM; 10 7,0 Kr PoranPOMTOPT AnnapaTHas nnaThopMa u3 peectpa P3

AUMA. 22
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NUMA EDGE 180R T

Numa Edge 180R - wnto3 6€30nacHOCTK, NpeAHa3HAYeHHbI AN NCNONb30BaAHNUA B CETU CPeAHUX NpeanpuaTuin. YCTpPOUCTBO peann3oBaHo
Ha 6a3e cneuManM3MpPoOBAHHOW annapaTHOW NNATdOPMbl POCCMUCKOr0 NPOM3BOACTBA, MPEAHA3HAYEHHOU AN MOHTAXa B CEPBEPHYHO
ctonky 19". AnnapatHas nnatdopma Numa Edge 180R umeeT CABOEHHbIN 60K NUTAHUA Y)Xe B 6a30BOM KOMNEKTALMK, @ TaKkKe 4 nopTa
RJ45 GbE 1 2 nopta SFP GbE c BO3MOXHOCTb YBENMUEHNS NOPTOBOW EMKOCTM 3@ CYET YCTAHOBKM AONONHUTENbHOIO MOAYNSA PaCLINPEHMS.

9000 6aunT 1500 6aunT IMIX
MpounssoguTenbHocTb M3, M6UT/C %
26 200 21000 6 000 o

OpenVPN FOCT, M6uT/c 9000 6aut 1500 6aunTt
Anzopumm «Maamay, MynbmunuHelHbIl pexum ¢ M> FOCT CK3U OCT VPN kKnueHTt
aymenmucpukayueli Fanya (MGM) 1770 710
BCTpoeHHble nHTepdencoi 4xR)45 GbE n 2xSFP GbE

1 MoAyNb paclinpeHuns, NoaaepxKa B B Beawe
OcoberHocry nHTepdencos SFP+ 10GbE G £l ’h* ’
dopm-chakTop 1U (kpenneHus BXOAAT B KOMMMEKT MOCTAaBKM)
Pa3mepbl 1 Bec: 430x459x44 Mm; 10 7,0 KT Pocea ' AnnapaTHas nnatghopma u3 peectpa P

AUMA. 23
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8 B

SALLNTA KPYTHbIX NPEANPUATUR,
KOPMOPALUW N AATA-LEEHTPOB




CPABHEHWE MOAENEWN NUMA EDGE

INA KPYMHbIX NPEANPUATAN W LOA

16 800 | 40 900

MpoussoauTenbHoCT

M6uT/c, IMIX

b Mexce

M6uT/c, 9000 6aiT

24600 1 49 990

Edge 2000R

KpaHa npOVI3BO£|,VITeJ'IbHOCTb me

YKCETeBOro 3KpaHa

EDGE

numnA

NUMA e ’u”
- - ol

Edge 3000R
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NUMA EDGE 2000 T

Numa Edge 2000 - BbICOKOMPOU3BOAWUTENbHbIN W3 6€30NaCHOCTU, NPeAHAa3HAYeHHbIM ANA 3aWKUTbl SApa CETU onepaTopa CBA3M,
Kopnopauuu unmn LIOJla. YcTpoucTBO 06ecneumBaeT KOMMNMIEKCHYIO 3aLUTYy OT CETEBbIX Yrpo3, 06/1aaas NponyCcKHOW CNOCO6HOCTbIO A0 40,9
Féut/c B pexxume MeXceTeBoro skpaHa. liMeet ouH BCTPOEHHbIN MOPT RJ45 1 KoHGUrypupyeTca noj KOHKpeTHble 3a4aun 3aKasuunka. B
CyMMe MOXeT umeTb A0 33 nopToB RJ45 GbE nnu 32 pa3bemos SFP GbE unu no 16 pasbemos SFP+ 10GbE.

Numa Edge 2000 ocHalaeTcs pe3epBupyemMbiMU 610KamMMU NUTAHNA MOLWHOCTbIO 300 BaTT, noaaepXuBaeT yCTaHOBKY KOHTponnepa IPMI 1
NOCTABNSAETCA C HANPABNAOWMMI ANA KPENNeHus B CepBepHbIN WwKad.

9000 6aunT 1500 6aut IMIX
MpoussoguTenbHocTb M3, M6uT/c %
40900 33400 16 800 R
OpenVPN FOCT, M6uT/c 9000 6aut 1500 6aunTt
Anzopumm «Maamay, MynbmunuHelHbIl pexum ¢ M> FOCT CK3U OCT VPN kKnueHTt
aymenmucpukayueli Fanya (MGM) 5200 1770
BCTpoeHHble nHTepdencoi 1xRJ45 GbE B
4 MOZyNa pacluMpeHns, MHorosaepHbin LMY,
el nopnepxka uutepcencos QSFP+ 40GbE, IPMI S U: — =
Dopm-hakTop 1U
Pa3mepbl 1 BeC: 438x580x44 MM, 16,0 Kr bocem "TePT Annaparkas nnatqhopma us peectpa P

AUMA. 26
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NUMA EDGE 3000 T

Numa Edge 3000 - chnarmaHCKuid w3 6e30NacHOCTM, 06ecneunBaoLWnii KOMNAEKCHYIO 3aLNUTY OT CETEBbIX Yrpo3, NpeAHa3HAUYEHHbIN ANs
3alMTbl AApa CeTH onepaTopa CBsA3uW, TEPPUTOPUANbHO-pacnpeaeneHHon kopnopauun u kaHanos LIOJ. YcTponcTBo 06nagaeT nponyckHOU
CrNoco6HOCTbIO A0 50 M6UT/C B pexume MeXCeTeBOro 3KpaHa. ImeeT oAnH BCTPOEHHbIW NopT RJ45 1 KOHMUTypupyeTca Noj KOHKPeTHble
3aflaum 3aKa3umka. B cymme moxeT umetb A0 33 noptoB RJ45 GbE, nnu 32 pazbemos SFP GbE, nnu go 16 pasbemos SFP+ 10GbE, nnu no 8
pa3bemoB QSFP+ 40GbE.

Numa Edge 3000 ocHallaeTcs pe3epBupyembiMi 6/10KaMmu NUTAHUA MOLLHOCTbIO 650 BaTT, nogaepXuBaeT yCTaHOBKY KOHTponnepa IPMI 1
NOCTABNSAETCA C HANPABNAOWMMI ANA KPENNeHnsa B CepBepHbIN WwKad.

Mpon3BoanTenbHOCTb M3, M6UT/C 2000 6anr 200 8 X %
49 900 43150 24 600 A
OpenVPN FOCT, M6uT/c . 9000 6aunT 1500 6anT
,ggrenog—’ur;nul\;) <;n:gzxsg,;%m%eUHb,u pexum ¢ e =30 M3 [OCT CK3W  TOCT VPN KnueHT
BcTpoeHHble nHTepdencol 1xR)45 GbE i
OcoerHocTy noRepa nHTepbeitos QSFPr 40GHE, PMI e 1y f
Gopm-dakTop U S—t , : °
Pasmepbl n Bec: 438x630x44 MM, 16,0 Kr DUHBPOMTORT  AnnapaTHas nnaThopma u3 peectpa P3l

AUMA. 27
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MNOAAEPXKA U TAPAHTUA. CEPBUCHBIN CEPTUDUKAT EDGE

Capmiteinii (335Q0CHOE] HOMED HITH HOMED MIUEHTAN

CHEQEHNS O KOMEUHOM NONLSOBATENE

TexHuuyeckas _— [apaHTUMHOE

M1
*CEpBNCHEIR CEPTIWUKAT ASACTNTENEH TONGKD NRW bik DTMETER
SlonanviTensre cEgenna

NeNEICBATEN: WIAENMA MOmET

B teuenve cpoka aehctaua O

NONBIOBATECR YemyTam Te W c y Wapenus, oka;
000 sHymaTexs B COOTBETCTEMM ©  yCnoEWAMK  allonutike Iy
ymaT < WA CARATE: hips: h.ru,

Mpuew 3ama0k OM NOPTANE © crywfisl 000 aHywaTexs (nanee -

NCC), poerynkoro no agpecy: httpslsupport nematech,ru. [na pervctpagid Ha NCC neoBxogmmo Ha apec
TONTH SUPROF u IWNPOC, ©O) :
&) MHH oprayuaupm - Nonsao BRTens npogyKTa;
6) WD), ADNKHCE T, TENBdoH, ARpec NOMTE

B) Haumenosmse NPOAYNTa W 8ro Cepwiks (3880CK0R) HOMBR WITH HOMER LB,
Appec cepavchond ugnTpa 000 aHymaTexs: 196084, Cawr-Neteplypr, yn, Lipatounas, 4, 18 e, A
] MEMHO NOMYMTE NO 8 (812) 308 06 01, aob.220
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NMNOAAEPXKA N TAPAHTUSA. NPUHUWN HENPEPBbIBHOCTI

nurmaA

TECHNOLOGY "

MNpuobpeteHue
Mpopykra

12 mecsuyes

OKoHuaHMe cpoka AencTBUA
CepeucHoro ceptudpmkata

60 gHen

MpekpauieHne
NpeAocTaB/ieHUA CepPBUCHBIX
yenyr
HeB03MOXHOCTb KyNWUTb HOBbINA
CepBucHbIN cepTUthuKaT

CepBucHbIX cepTuchmkar

\

TexHuyeckas
noAAepxkKa

CepBuUCHBIN

S

TexHuueckas
nopAepxka

| @ Cpok peitcTBus

>ve CepeucHoro ceprudhukara

lapaHTnitHOE
obcnyxusaHune

ceptudpukar

Mepwnopg BO3MOXKHOCTH
npuobpeteHus
CepeucHoro ceptudhmkara

e

lapaHTuiiHOE
obcnyxuBanue

Mepuop oTcyTCTBMUA
ycnyr TexHN4eckowu nog AepKu
u lapaHTuiiHoro o6cnyxuBaHus

29
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NMNOAAEPXKA N TAPAHTUA. PACLLWPEHWUE KAYECTBA CEPBUCOB

Maket ycnyr
TEXHUYECKOW
noAAepxKu
YPOBHSA
«lMpemuym»

nurmaA

TECHNOLOGY "

Naker yenyr
TEXHNYEeCKOH
nopaepxKu
YPOBHSA
«PacluMpeHHbIW»

CepBucHbi# ceptudmkar

N
S

TexHuueckas
noaaepxka

®

lapaHTMiHOE
obcnyxmnsanue

Maker
rapaHTMHHOrO
obcnyxuBaHms
"PacwmpeHHbIn”

Maket
rapaHTUMHOro
obcnyxuBaHus

“lMpemMuanbHbIf®

]
EDGE

numnA

MNaket
rapaHTMMHOrO
ob6cnyxuBaHmna

"PaclumpeHHbIn+"

Maket
rapaHTMMHOIO
obcnyKuBaHmna

"3KCKNIO3UBHBLIA"
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BUPTYAJ/IbHAS JIABOPATOPUA NUMA EDGE Ence

Y Bac ecTb y06HasA BO3MOXHOCTb npoTecTupoBatb Numa Edge
B Hallen BUPTyanbHoU naboparopun

T T ri e BupTyanbHas nabopatopus HymaTex N03BONSET HECKOMbKIM
wome | Sheisas Hisie Nonb3oBaTeNaM 0JHOBPEMEHHO NPOBOANTb HE3aBMCUMMOE
. ' TecTMpoBaHue pasfnuHbiX cLieHapues (KoHdurypauun)
bl | Ve couree npumeHenns Numa Edge ans peweHns KOHKPETHbIX 3aAau.

Source Name: NumaEdge1

192,

type - Node

Bbl 3apaHee MOXeTe UCMbITaTb Halle 060pyA0BaHKE U
y6eanTbCsA B €ro HafiEXHOCTH, NS 3TOrO:

Choose Interface for NumaEdge1

eth1

€ Cc @ ) £ 192.168.200.1

ﬂumD erface for NumaEdge2 - @ SR BaQBKy - '

TECHNOLOGY

R, rossonuTe +7 (812) 309-06-01 106. 666, 777;

Moxanyicra, BBegUTE UMA NONL3IOBATENA U NAPO/b miD: 2

Wms nons3osatens admin In Name: NumaEdgeZ
Napons * k ooee

be -Node ! WKW HaMULuTe Ha

AUMA. 31
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